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1. Prerequisites for enrollment

e Device OS should be updated to the latest version of iOS 16.x or above.
e Devices should not be rooted/jail broken.

e Devices should not be enrolled with any other Mobile Device Management
(MDM) solution.

e AniCloud ID is required, and Wi-Fi connectivity is preferred for enrollment.

e Configuration time will take around 15 minutes.

2. Enrolilment steps

Step 1 Install the ‘Intune Company Portal’ app from the Apple App Store, and
sign in using your Virtusa username (email ID) and password.

Step 2: Read and tap Step 3: Tap on
on ‘Accept all' to ‘Begin’ to start the
proceed further. configuration

Step 4: Tap on
‘Continue’ to proceed.
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Step 5: Tap to
continue’

What's next?

1. Allow redirection to Settings

You'll be sent to Settings where you'll begin the
process of getting your device managed.

2. Install the Management Profile

You'll tap through several iOS system screens.
You need to complete this process in one
session, This profile allows Virtusa Corporation
10 apply settings to help secure your device.

3. Allow redirection to the
Company Portal
You'll be sent back to the Company Portal where

you'll complete setting up Virtusa Corporation
access,

Learn more about what happens next

Note: Enter your
device passcode
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Note: Tap on ‘Allow'.
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This website is trying to open Settings
to show you a configuration profile. Do
you want to allow this?
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Step 6: Tap on ‘Install’
to add the Mobile Device
Management Profile -
(Settings > General > VPN
& Device Management).
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Cancel Install Profile

ﬁ Management Profile

Signed by 10SProfileSigning manage microsoft com

Verified
Description Install this profile to get access to your
company apps
Contains  Dewice Enroliment Challenge
More Details

Step 7: Review the warning message and tap on
‘Install’ to update the Profile..
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MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.com/

Devic yProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.
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Step 8: Tapon
Trust’

Remote Management
Do you trust this profile’'s source to
enroll your iPhone into remote
management?

o

Step 11: Step 13: Tap
on ‘Continue’

Step 9: Then tap on
‘Done’
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Step 12: Tap on
‘Install’ as prompted
to get the default
company apps on
your mobile.

Step 10: Once the
installation is completed,
tap on ‘Open’
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Cancel

Step 13: Tap on ‘Done’
to complete the process.

Note: You'll be prompted to install the default Virtusa apps [Edge,
Authenticator, Teams, Outlook, and Microsoft Defender]. Microsoft Defender
is mandatory for Tier O, 1, 2, and 5 employees. Tier 3 and 4 employees can skip
the Defender installation steps, as they are not eligible.
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Learn more about device setup
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You should now have access to your email,
devices, Wi-Fi, and apps for work.
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3. Microsoft Defender configuration steps

Step 1: Openthe
Microsoft Defender
app and tap on 'Get
Started’

v

Stay protected wherever you go

Microsoft Defender Advanced Threat Protection
(ATP) helps secure your device from online
threats such as dangerous bsites, emails, and

IMPORTANT: ONLY AVAILABLE TO
ENTERPRISE CUSTOMERS

Note: Your device
enrollment is now
completed.

2:35

S8 Microsoft Defender ATP

)

Device is safe

No issues found

Web Protection
No issues found

Step 2: Tap onyour
Virtusa account.
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4 Micrusaft De..

Cancel Pick account

m Azure AD

Note: You can search
for additional Virtusa
apps in the Company
Portal app and install
them as needed. For
more information,
visit
byod.virtusa.com.

Step 3: Tap on ‘Allow’ to
enable VPN and Notification
settings.
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“Microsoft Defender ATP*
Would Like to Add VPN

“Microsoft Defender ATP*
Would Like to Send You



https://www.virtusa.com/byod
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