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1)  Virtusa BYOD Program

The Virtusa BYOD (Bring Your Own Device) program allows all Virtusa employees to access corporate data
and applications from Apple and Android mobile devices using Intune secure Mobile Device Management
(MDM) platform.

The program is intended to provide access to Virtusa information whilst keeping your device secure without
interfering with your personal information and settings. It also provides you the additional feature of wiping
the device in situations where it is lost or stolen.

2) Prerequisites for Enrollment

= Device OS should be updated to the latest version of Android: 9.0 or higher

= Devices should not be rooted/jail broken

= Devices should not be enrolled with any other Mobile Device Management (MDM) solution
=  Minimum of 600 MB free space should be available in the device prior installation

= A Google ID is required, and Wi-Fi connectivity is preferred for enrollment

=  Configuration time will take around 15 minutes

3)  Virtusa BYOD Portal

The Virtusa BYOD portal provides a comprehensive view on the MDM solution provided by Virtusa for its
employees. This portal will guide and assist employees in the entire journey of enrolling, managing and
unenrolling devices. You can access this site by:

=  Scanning the below QR code

= Typing byod.virtusa.com on your mobile device browser
In addition to the information on default and featured apps available in the program, the BYOD
portal is also equipped with videos and guides to assist you in enrolling devices. Before the
enrollment process please review the terms of use available in the portal to understand what Virtusa
can see and cannot see
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4)  BYOD (Intune MDM) Enrollment Steps

Step 01: Visit the Virtusa BYOD Portal <byod.virtusa.com> via your mobile device

Step 02: Read and accept the Terms of Service

Step 03: Tap on ‘Start the Enrollment’
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Step 04: Tap on ‘Install’ once the Company Portal app opens on Play Store
Step 05: Open the Company Portal app once downloaded

Step 06: Tap on ‘Sign In’
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Step 07: Enter your Virtusa account username (your Virtusa e-mail) and tap on ‘Next’
Step 08: Enter your Virtusa account password and tap on ‘Sign In’

Step 09: Tap on ‘Begin’

Company Portal Company Portal Virtusa Corporation :

Microsoft Intune VirtUS a Virtusa Corporation Access
Setup

& akatikaneni@virtusa.com
Let's set up your device to access your email,
Enter password Wi-Fi, and apps for work. You'll also be able to
. . manage your devices.
Signin IS

B® Microsoft

akatikaneni@virtusa.com 0 Get your device managed
) Forgot my password

Can't access your account? Use an app instead o Update device settings

Sign in Learn more about device setup

Q Sign-in options
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Step 10: Read and tap on ‘Continue’ to proceed
Step 11: Read and tap on ‘Next’ to proceed further

Step 12: Enter the verification code and tap on ‘Activate’
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Step 13: Read and tap on ‘Activate’

Note: Your device will finish setting up the device admin app

Step 14: Select ‘Mobile Devices (iOS / Android)’ and tap on ‘Done’

& Activate device admin app? Virtusa Corporation Virtusa Corporation

@ companyPortal Choose the best category for
this device

Af 2tting this
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Categories
Change Lock screen password
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. This may take a few minutes... You can use other MAC Devices
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Step 15: Tap on ‘Continue’ to proceed
Note: You will now be prompted to install the Microsoft Defender app which is a mandetory app for Tier O, Tier 01,
Tier 02, Tier 04 and Tier 05 employees excluding Tier 03 to complete the mobile device enrollemt. This app protects

your device and its applications from cyber security threats.

Step 16: Go to the Notifications bar and select ‘Install Microsoft Defender from Play store’

Virtusa Corporation : | ¢ Update device settings Monday, Feb 6 ®O By

akatikaneni_Android_2/6/2023_7:24 AM b &

Virtusa Corporation Access
Setup o You need to update settings on this device.

Last checked: February 6, 12:58

Let's set up your device to access your email,
Wi-Fi, and apps for work. You'll also be able to
manage your devices.

ust these
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0 Device Registration Install Oracle Fussion from Play Store
Install and activate Microsoft s
Defender for Endpoint to protect your

a Update device settings device
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Install Microsoft Outlook from Play Store

Required application
Install Microsoft Teams from Play Store
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POSTPONE CONTINUE Install Microsoft Defender from Play Store
CONFIRM DEVICE SETTINGS

Note: The app will be available on your mobile home screen once installed.
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5) Microsoft Defender Configuration Steps

Step 1: ‘Open’ the Microsoft Defender app
Step 2: Select ‘Sign in with a different account’
Step 3: Enter your Virtusa account username tap ‘Sign in’

Step 4: Enter your Virtusa account password and tap ‘Sign in’ again

virtusa
Microsoft < akatikaneni@virtusa.com
Defender Enter password
pas

Forgot my password

Use an app instead

ads - Suggested for you

X

AntiVirus

Sign in

More apps to try -

(in@
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Step 5: ‘Accept’ the Microsoft Defender Application license terms
Step 6: Tap on ‘Begin’

Step 7: Tap on ‘Allow’

@ Vicrosoft Defender @  Vicrosoft Defender @ Microsoft Defender

Microsoft Defender needs access to few

Microsoft Defender Iicense permissions to protect your device

terms Siciiga Permission for Storage

Microsoft Defender
Application license
terms

= 13 minutes to read

VPN setup

Microsoft Defender Application license .
Display over other apps

terms

IF YOU LIVE IN (OR ARE A BUSINESS
WITH A PRINCIPAL PLACE OF
BUSINESS IN) THE UNITED STATES,
PLEASE READ THE "BINDING
ARBITRATION AND CLASS ACTION
WAIVER" SECTION BELOW. IT AFFECTS
HOW DISPUTES ARE RESOLVED.

Accessibility

Permanent protection

1o Microsoft Defender: Navigating to
permission settings

- "
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Step 8: Enable ‘Allow access to manage all apps’
Step 9: Tap on ‘Allow’

Step 10: Tap on ‘Allow’

& Allfiles access 0 Microsoft Defender

O Microsoft Defender

Allow access to manage all files

Permission for Display over other apps

Storage
Allow "Microsoft Defender" to create ) g

a VPN connection?

Please make sure this is a trusted

app. Otherwise, your network might

be monitored and your data could be )
breached.

VPN setup

Display over other apps

Microsoft Defender: Navigating to
permission settings
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Step 11: Select ‘Always’

Step 12: Tap on ‘Agree’

Step 13: Select ‘Microsoft Defender Accessibility Service’

Always

Not allowed

Microsoft Defender

To make sure links aren’t harmful,
we need to check the destination
address. We can't view the address
directly for security reasons, so we
need to use accessibility services to
check it.

When we check if links are harmful,
this process only occurs on your
device. Your browsing activity isn't
sent anywhere.

DISAGREE = AGREE
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Press Power button to end calls

Accessibility Menu

Accessibility button

Shortcut from Lock screen

AONService
Authenticator
JioSecurity Service

Microsoft Defender Accessibility Service
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Step 14: Enable ‘Microsoft Defender Accessibility Service’
Step 15: Tap on ‘Allow’
Step 16: Tap on ‘Allow’

< Microsoft Defender Accessibility Service

Microsoft Defender Accessibility
Service

Shortcut

Allow "Microsoft Defender Accessibility
Service" to have full control of your device?

Let app always runin
background?

Allowing Microsoft Defender to
always run in the background may
reduce battery life.

You can change this later from
Settings > Apps & notifications.
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Note. The device will be scanned and confirmed as protected
Step 17: Tap on ‘Confirm Device Setings’

Note: Your device enrollement is now completed. You can find more details of your device under ‘Device Details’

& Update device settings & Device Details /s
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o Microsoft Defender 9 Microsoft Defender
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o You need to update settings on this device.

Last checked: February 6, 12:58 o ) .
g o This is the device you're currently using.
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Install and activate Microsoft ~ Android

Defender for Endpoint to protect your

device .
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Learn More

ice Category

Mobile Devices (i0S / Android )

hour:

No threats found How to resolve this
Jevice Settings Status
In Compliance

Last checked: February 6, 15:16

Check device settings

I CONFIRM DEVICE SETTINGS I

Step 18: Go to the Notifications bar again and continue installing the other default Virtusa apps (Edge,
Authenticator, Teams, Outlook) as prompted

Monday, Feb 6

Install Oracle Fussion from Play Store

& am
Required application

Install +Checkin from Play Store
% am
Required application

Install Microsoft Outlook from Play Store

2 4m

Required application
Install Microsoft Teams from Play Store

Required application
Install Microsoft Defender from Play Store

Note: You may also search for more Virtusa apps via the Company Portal app and self-install them.
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