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Q: How are cloud adoption trends evolving and what impact is this having
on cloud governance and operations?

We live in a digital-first world where more than 60% of GDP comes from products and services of
digitally transformed organizations.

To deliver business value in this world, organizations are undergoing a technology-led
reimagination of their businesses — underpinned by cloud. According to IDC, European public
cloud services spending grew at a 2016-2021 CAGR of 28.9% to reach $85 billion in 2021. In
comparison, the overall ICT market grew 5% on average. Cloud is becoming strategic as
organizations don't see it as a destination but a foundation on which to leverage innovation
accelerators such as Al/ML, loT, Big Data, analytics, edge capabilities, and cloud-native
components at scale for business value.

When business value is so closely tied to cloud and native-cloud services, cloud governance and
operations can no longer be an afterthought.

Cloud strategy success in the 2020s differs vastly from that in the 2010s, when the focus was on
cloud adoption and migration (Day 0 and Day 1), datacenter exits, and capex spending cuts. Now,
to be successful, organizations need fluent cloud operations — optimizing cloud resources,
creating frameworks and blueprints for streamlined operations, adopting policy-driven
governance and security guardrails for continuous compliance, and embedding processes to
manage the ever-growing native-cloud functions.

A laser-sharp focus on cloud operations and governance (Day 2 and beyond) is the logical next
step to deliver business value with cloud in the 2020s and beyond.

Organizations planning to modernize their core environments with cloud invariably include
operations to move away from a traditional cloud strategy, which was merely an extension of
datacenter processes and mindset. Previously, cloud adoption was transactional, catalog based,
and focused on process-driven models to manage cloud services. With a modern operational
framework, savvy organizations can shift to a services-driven, site reliability engineering (SRE)-
based operating model that enables full-service ownership, autonomous operations, and
governance/compliance assurance. This breaks down the silos between Day 0, Day 1, and Day 2,
with holistic SRE, CI/CD, and DevOps teams working together for continuous cloud innovation,
operations, and governance.
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Prioritizing cloud operations at the beginning of the cloud strategy is critical to achieve three core
cloud priorities:

e Remove management complexity and get consistent and seamless experiences across
cross-cloud environments

e Ensure continuous innovation and optimization

e Implement near-zero-touch operations (or autonomous operations)

Another trend is the need to excel in hybrid cloud and multicloud strategies. Given the business
priorities and the security, compliance, availability, and regulatory requirements for different
workloads, very few companies have a single cloud strategy. IDC's 20217 European Multicloud
Survey showed that 80% of European organizations use hybrid and multiple public cloud
resources.

Q: Hybrid and multiple public cloud resources can lead to complexity,
thereby increasing security, cost, and business risks. What are the
common challenges organizations face today?

Heterogeneous environments are difficult to manage, so the complexities and security risks are
key challenges. Applications and the data landscape are becoming complex too.

Businesses of all sizes are undertaking mass application transformation, capitalizing on cloud's
versatility. IDC predicts that by 2024, most legacy applications will receive some modernization,
with 65% of applications adopting cloud to improve their functionality.

Net-new production-grade cloud-native services adoption is also set to increase, to 70% in 2024,
thanks to microservices, containers, and DevOps. In 2020, it was just 10% of all apps. Those that
consider cloud governance in hindsight admit there were complexities, reduced visibility, security
and compliance risks, management overheads, and operational redundancies when it comes to
operations.

At the same time, organizations are grappling with data sprawl, silos, and increased compliance
risks.

It's no surprise that only 50% of organizations consider their cloud journeys
"successful” or "very successful.”

Other operational-related reasons that impact cloud value are:

e Configuration issues resulting in performance and reliability concerns
e The wide range of tools and the lack of integration

e The severe lack of cloud skills

e Poor network and security configurations

e Incompatible cloud operating models

» Difficulty controlling costs

e Vendor lock-in concerns

o Complexity around compliance and data sovereignty
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Some organizations are trying to tackle these challenges the traditional way, by applying
datacenter processes, but these can significantly undermine the power of cloud. Cloud
represents a paradigm shift in scale, dynamism, and access to new native cloud services at
breakneck speed. Once you're in the cloud, for example, anything can be a code and the
imperative to "automate everything" is essential to operate successfully and mitigate the risks.

Q: What are savvy organizations doing to build cloud resilience? How
critical is it to develop a cloud operations and governance mindset to
succeed in this?

Now is the time for organizations to recalibrate their approach to cloud operations by leveraging
automation and shifting governance left. This recalibration is vital to remove operational friction
and because cloud-native applications and hybrid infrastructure resources can't be properly
managed with traditional, siloed control strategies.

IDC research shows that mature cloud users take an operations-first approach and adopt
measures such as proactive Al/ML-powered analytics, policy-driven automation, and low-code
workflows to enable a consistent, self-driving infrastructure. These capabilities, led by SRE
processes, offer a control point and self-service capability that empowers DevOps teams to
access resources within guardrails to minimize business risks.

Autonomous operations can help infrastructure operations teams to move away from reactive
monitoring and ad hoc provisioning to intelligent operations with higher efficiency, while keeping
an eye on costs and security compliance. They also minimize errors and help users leverage the
scale and native-cloud services for business value.

Savvy organizations prioritize investments in cloud management and cloud operations tools and
integrated platforms. As part of this, their top 3 focus areas are automation and orchestration,
embedded risk management and governance, and intelligent security frameworks. IDC calls this
strategy intelligent cloud operations (intelligent CloudOps) — leveraging new capabilities such as
automation, AlOps, cloud economics, SRE processes, full-stack observability, DataOps
(minimizing data silos), and cross-cloud governance to operate consistently and efficiently in the
cloud.

According to IDC's research, the five key expectations from intelligent CloudOps are:

o Driving consistent management

e Improving cloud security, resilience, and performance

e Managing cloud costs better (by setting up FinOps frameworks for consumption and
minimizing cloud waste)

e Reducing operating costs (by driving efficiency through maximum automation)

o Enhancing user experience (with faster TATSs, self-service, and predictability)
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Q: In addition to culture and mindset, cloud operations and governance
requires excellence in three core pillars: operational governance, financial
governance, and technology governance. What are the best practices to
mature across these three pillars?

Forward-thinking organizations want to mature their cloud operations and governance by 2025
and are acting now across the three pillars to implement an "integrated" operating model:

o Operational governance led by SRE processes. Organizations can eliminate operational
inconsistency by empowering IT management teams with intelligent autonomous
operations enabled by SRE-led cross-cloud management control frameworks using Al-led
automation. This will support greater levels of workload/data portability, consumption-
based usage, and highly dynamic agile applications and digital transformation (DX)
programs, while keeping an eye on costs and security compliance.

As a next step, organizations can bring in integrated operations covering the entire stack,
including business and user experience layers, with SRE playing a key role. This way, IT
can manage, automate, orchestrate, and monitor business applications and services
across multiple environments such as public cloud, private cloud, hybrid cloud, and
multicloud including containers and serverless platforms.

IDC believes that SRE processes for cross-cloud management can help organizations shift-
left the quality and resilience, govern automated release management and deployments,
and use observability to deliver robust SLAs.

o Financial governance or cloud FinOps. IDC estimates that European enterprises are
wasting at least 15% of their public cloud spending — driving them to invest in public
cloud cost management to cut cloud waste. This cost inefficiency is caused by
"datacenter" mindsets and lack of visibility in cloud spending and usage.

80% of savvy cloud users will establish a dedicated FinOps function and adopt cost-
optimization platforms to monitor costs, review consumption commitments, automate
policy-driven observability, and optimize cloud resources.

o Technology governance. Continuous adoption of new cloud platforms and multiple
clouds alongside the use of classic and modern application architectures requires a world-
class approach to technical governance focusing on managing change, tracking the
adoption of cloud-native services, maintaining security, and reducing complexity. Modern
IT operations led by SREs take on the CloudOps role to ensure architectural governance.

Automated governance, SOC and NOC excellence, and continuous monitoring and
remediation are key areas of investment to govern and secure cloud-centric technology
architecture operations. CloudOps teams — as part of technology governance — help run,
measure, and ensure proper use of all cloud and non-cloud resources across financial,
compliance, and asset utilization requirements. They also help align all IT and cloud
resources to business outcomes, while complying with security and regulatory policies.
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By ensuring continuous operational excellence through these pillars, savvy companies are
building a competitive digital edge.

Q: Would you agree that cloud strategy, governance, and operations need
to go hand in hand, that organizations need to break down silos, and that
they should consider CloudOps from the outset?

Absolutely. That is the only way to succeed and overcome the reasons for cloud failures.
Organizations with a cross-cloud environment need to continuously review and improve their
cloud operations and governance. Intelligent CloudOps — driven by SREs that balance innovation
speed and scale with governance, security, and cost management — is the only route to long-
term, sustainable success. Organizations should not see CloudOps as an afterthought following
migration or modernization projects. They need to make it an integral part of their cloud
adoption strategy.
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Virtusa Corporation is a global provider of digital business strategy, digital engineering, and information
technology (IT) services and solutions that help clients change, disrupt, and unlock new value through innovative
engineering. Virtusa serves Global 2000 companies in the banking, financial services, insurance, healthcare,
communications, media, entertainment, travel, manufacturing, and technology industries.

Virtusa helps clients grow their business with innovative products and services that create operational efficiency
using digital labor, future-proof operational and IT platforms, and rationalization and modernization of IT
applications infrastructure. This is achieved by blending deep contextual expertise, empowered agile teams, and
measurably better engineering to create holistic solutions that drive the business forward enabled by a culture of
cooperative disruption.

About the Analyst

Archana Venkatraman, Associate Research Director, Cloud Data Management,
IDC Europe

Archana Venkatraman's primary research coverage is cloud data management. She
covers multiple topics, including data protection, edge to cloud data trends,
application and data availability, compliance, data integration, intelligent data
management, DataOps, data quality, and multicloud priorities and trends. She is
also a co-lead of the cloud practice and an active contributor to IDC Europe's
DevOps and Al research practices. Before joining IDC, she was the datacenter editor
at Computer Weekly, where she focused on datacenters, server virtualization,
storage, open source technologies, software-defined infrastructures, and cloud
computing, liaising with enterprise CIOs and technology vendors to develop deeper
insight into the enterprise IT industry. She has a master's degree in journalism from
Mumbai University.

=IDC


https://www.idc.com/getdoc.jsp?containerId=PRF004425

=IDC

International Data Corporation (IDC) is the premier global provider of market intelligence,
advisory services, and events for the information technology, telecommunications, and
consumer technology markets. IDC helps IT professionals, business executives, and the
investment community make fact-based decisions on technology purchases and business
strategy. More than 1,100 IDC analysts provide global, regional, and local expertise on
technology and industry opportunities and trends in over 110 countries worldwide. For 50 years,
IDC has provided strategic insights to help our clients achieve their key business objectives. IDC
is a subsidiary of IDG, the world's leading technology media, research, and events company.

About IDC

IDC UK

5th Floor, Ealing Cross,
85 Uxbridge Road
London

WS5 5TH, United Kingdom
44.208.987.7100

Twitter: @IDC
idc-community.com
www.idc.com

Global Headquarters

140 Kendrick Street,
Building B
Needham,

MA 02494
+1.508.872.8200
www.idc.com

Copyright and Restrictions

Any IDC information or reference to IDC that is to be used in advertising, press releases, or promotional
materials requires prior written approval from IDC. For permission requests contact the Custom Solutions
information line at 508-988-7610 or permissions@idc.com. Translation and/or localization of this
document require an additional license from IDC. For more information on IDC visit www.idc.com. For
more information on IDC Custom Solutions, visit
http://www.idc.com/prodserv/custom_solutions/index.jsp.

Copyright 2022 IDC. Reproduction is forbidden unless authorized. All rights reserved.


http://www.idc.com/
http://www.idc.com/
mailto:permissions@idc.com
http://www.idc.com/
http://www.idc.com/prodserv/custom_solutions/index.jsp

	Secret Sauce for a Successful Cloud Strategy:  Cloud Operations and Governance
	Q: How are cloud adoption trends evolving and what impact is this having on cloud governance and operations?
	Q: Hybrid and multiple public cloud resources can lead to complexity, thereby increasing security, cost, and business risks. What are the common challenges organizations face today?
	It's no surprise that only 50% of organizations consider their cloud journeys "successful" or "very successful."

	Q: What are savvy organizations doing to build cloud resilience? How critical is it to develop a cloud operations and governance mindset to succeed in this?
	Q: In addition to culture and mindset, cloud operations and governance requires excellence in three core pillars: operational governance, financial governance, and technology governance. What are the best practices to mature across these three pillars?
	Q: Would you agree that cloud strategy, governance, and operations need to go hand in hand, that organizations need to break down silos, and that they should consider CloudOps from the outset?
	About the Analyst
	About IDC
	Copyright and Restrictions




