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1 Virtusa BYOD Program

The Virtusa BYOD (Bring Your Own Device) program allows all Virtusa employees to access corporate
data and applications from Apple and Android mobile devices using Intune secure Mobile Device
Management (MDM) platform.

The program is intended to provide access to Virtusa information whilst keeping your device secure
without interfering with your personal information and settings. It also provides you the additional
feature of wiping the device in situations where it is lost or stolen.

2 Prerequisites for Enrollment

e Devices should not be rooted/jail broken

e Devices should not be enrolled with any other Mobile Device Management (MDM) solution
e Minimum of 600 MB free space should be available in the device prior installation

e AniCloud ID is required and Wi-Fi connectivity is preferred for enrollment

e Configuration time will take around 15 minutes

3 Virtusa BYOD Portal

The Virtusa BYOD portal provides a comprehensive view on the MDM solution provided by Virtusa for its
employees. This portal will guide and assist employees in the entire journey of enrolling, managing and
unenrolling devices.

You can access this site by,

e Scanning the below QR code

e Typing byod.virtusa.com on your mobile device browser

In addition to the information on default and featured apps available in the program, the BYOD portal is
also equipped with videos and guides to assist you in enrolling devices.

Before the enrollment process please review the terms of use available in the portal to understand what
Virtusa can see and cannot see.

®» The entire contents of this document are subject to copyright with all rights reserved. All
VII l I copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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4 Intune MDM Enrollment

Open Virtusa BYOD

Read and accept the

I
01 Portal on device browser | 02 Terms of Service ‘Tick’
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Virtusa BYOD Program

Bring Your Own Device
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Virtusa corporate mobile apps now available
with Microsoft Intune. Enroll now to access our
secure, cloud-based, enterprise mobility
platform.
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Devices should not be jailbroken
Devices should not be enrolled to any

other Mobile Device Management (MDM)
solution

Wi-Fi Recommended for Installation

iCloud account

a

Supported devices : iOS version 8 &
above

(]

Minimum of 600 MB free space required

For further assistance, you can refer the
installation guide or connect with |T support.

(1 have read and understood the Terms of
Service and agree to abide by them

Start the Enroliment
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Tap on ‘Start the
Enrollment’
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Devices should not be jailbroken
Devices should not be enrolled to any

other Mobile Device Management (MDM)
solution

Wi-Fi Recommended for Installation
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iCloud account
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Supported devices : iOS version 8 &
above
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Minimum of 600 MB free space required

For further assistance, you can reter the
installation guide or connect with IT support.
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® | have read and understood the Terms of
Service and agree to abide by them

Start the Enroliment
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The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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Tap on ‘Open’ to open
the App Store
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Open in “App Store"?

Cancel

Open the ‘Comp Portal’
app after download
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Shazam
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Tap on ‘Get’ in Intune
Company Portal
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@ safari atl 9:41 AM @ @ % 100% =) ¢
£ Today
Intune Company
Portal

Microsoft Corporation
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Get your apps App Store
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ACCOUNT

Cornuso has rovised you wih aops
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Todsy Games Apps Updates Search

Enter your Virtusa email
address and tap ‘Next’

Cancel Cancel

B¥ Microsoft

Cancel

INTUNE COMPANY PORTAL (-]
MICROSOFT CORPORATION
APP

Touch ID to Install

Enter the Virtusa
password and ‘Sign in’

Sign in vith your organizational account

@airtusa.com

Sign in

RIS

fomeone@example.com

Can't access your account?

Sign in from another device

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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Read and tap on ‘Accept
to proceed further

9:41 AM

9 £ 100%

Virtusa Corporation

Terms

Granting of access to Virtusa’s Mobile S...
Any violation of the privilege extended to me on
my mobile device, | confirm that | am well aware
of the consequences of disciplinary action, as
appropriate including termination of
employment.

Privacy Policy

Decline

Tap on ‘Continue’
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What's next?

1. Allow redirection to Settings

You'll be sent to Settings where you'll begin the
process of getting your device managed.

2. Install the Management Profile

You'll tap through several iOS system screens.
You need to complete this process in one
session. This profile allows Virtusa Corporation
to apply settings to help secure your device.

3. Allow redirection to the
Company Portal

You'll be sent back to the Company Portal where
you'll complete setting up Virtusa Corporation
access.

Learn more about what happens next

Continue

, |

Comp Portal sl &

Tap on ‘Begin’ to start
the configuration

Virtusa Corporation

Set up Virtusa
Corporation access

Let's set up your device to access your
email, devices, Wi-Fi, and apps for work.

You will need to:

Get your device managed

Virtusa Corporation requires you to install a
Management Profile to secure your device.

Update device settings

Virtusa Corporation might need you to take
action, like setting a passcode.

Learn more about device setup

Postpone

Tap on ‘Allow’
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@ portal.fei. msuc02.manage.microsoft.c ¢

This website is trying to open Settings
to show you a configuration profile. Do

you want to allow this?

Ignore Allow
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Read and tap on
‘Continue’ to proceed
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What can Virtusa
Corporation see?

® Virtusa Corporation can never see:
« Call and web history
« Email and text messages
« Contacts and calendar
« Passwords
« Photos

‘ Virtusa Corporation may see:

Model and serial number

Operating system

App names

Owner and device name

« Phone number for corporate devices
Device location for lost corporate devices

.

Learn more

Tap on ‘Install’ to update
the Management Profile
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@ safari atll & 9:41 AM @ @ % 100% W 4
Cancel Install Profile Install
@ Management Profile

Signed by 10! ileSigni i ft.com

Verified v/

Description Install this profile to get access to your
company apps

Contains Device Enrcliment Challenge

More Details

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.

virtusa

Accelerating Business Outcomes



Sensitivity: General

Enter your device
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passcode
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Enter Passcode Cancel Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.com/

Enter your passcode

©O 6 OO0 0 O

DeviceGatewayProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.
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Remote Management

Do you trust this profile’s source to
enroll your iPhone inte remote
management?

Cancel Trust

virtusa

Accelerating Business Outcomes

Install

Cancel
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Tap ‘Done’ when its :
1
1

complete
_________________ |
Q@ safari atll T 9:41 AM @ @ % 100% 554
Profile Installed Done

Management Profile
Virtusa

manage.mi

Signed by 10! com

Verified v/

Description  Install this profile to get access to your

company apps

Contains Mobile Device Management
Device Identity Certificate

Open this page in “Comp Portal"?

More Details

Cancel

Open

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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Tap ‘Continue’
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Virtusa Corporation

Set up Virtusa
Corporation access

Let's set up your device to access your
email, devices, Wi-Fi, and apps for work.

You will need to:

Get your device managed
Virtusa Corporation requires you to install a
Management Profile to secure your device.

Update device settings

Virtusa Corporation might need you to take
action, like setting a passcode.

Learn more about device setup

Postpone

Tap on ‘Install’ to install
Outlook app

25

App Installation
“i.manage.microsoft.com” is about to
install and manage the app "Microsoft
Outlook* from the App Store.
Your iTunes account will not be
charged for this app.

Install

Cancel

virtusa
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Tap on ‘Install’ to install
BT MeetMe app
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App Installation
“i.manage.microsoft.com" is about to
install and manage the app “BT
MeetMe with Dolby Voice" from the
App Store.

Your iTunes account will not be
charged for this app.

Cancel Install

Tap on ‘Install’ to install
Authenticator app
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App Installation
“i.manage.microsoft.com” is about to
install and manage the app "Microsoft
Authenticator" from the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install

Tap on ‘Install’ to install |
Intune Managed Browser,

App Installation
“i.manage.microsoft.com” is about to
install and manage the app “Intune
Managed Browser” from the App
Store.

Your iTunes account will not be
charged for this app.

Install

Cancel

Tap on ‘Install’ to install
Checkln app
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App Installation
“i.manage.microsoft.com” is about to
install and manage the app
“+Checkin"

Your iTunes account will not be
charged for this app.

Install

Cancel

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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Tap on ‘Done’ once
completed

A
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Virtusa Corporation

You're all set!

You should now have access to your email,

devices, Wi-Fi, and apps for work.

Get your device managed

Virtusa Corporation requires you to install a
Management Profile to secure your device.

Update device settings

Virtusa Corporation might need you to take

action, like setting a passcode.

Learn more about device setup

Done

virtusa
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You will now see all the
29 default Corporate apps

0

Authenticator

wll T

£

Comp Portal

B e

BT MeetMe +Checkin

Outlook

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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5 Access App Store for More Apps

Scroll to access a variety
of business apps

Open ‘Comp Portal’ on
your device

9:41 AM

£ 19 &

Comp Portal BAuthenticator Browser Outlook

9:41 AM @ o % 100%
& portal.fei.msuc02.manage.microsoft.com

Virtusa Corporation

Gl V=

Virtusa Corporation

Apps A4
Microsoft Microsoft
Power Bl PowerPoint
Merosoft Corpora... Microsoft Campora...
Microsoft Microsoft
SharePoint Teams for i...
Merosoft Corpora. Microsoft Compora.

Get your apps

Virtusa Corporation has @ yf_
provided you with apps to help VIEW b

with your daily tasks.

Microsoft Microsoft
HH Word Yammer for...
=== @ @ F e Mcrosoft Corpora. .. Microsoht Corpors. ..

Apps Devices Suppo Notification More
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® The entire contents of this document are subject to copyright with all rights reserved. All
VII l I copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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6

Open the Outlook app on
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your device

9:41 AM
2

Comp Portal Authenticator

000 @
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BT MeetMe +Checkin

Outlook
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Microsoft Outlook Configuration

Tap on ‘Add Account’

-
I
1
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1 Account Found Add Another Account

J

@Virtusa.com

Would you like to add
another account?

Maybe Later Let's Do It!

Add Account

Skip

Privacy & Cockies

The entire contents of this document are subject to copyright with all rights reserved. All
copyrightable text and graphics, the selection, arrangement and presentation of all information
and the overall design of the document are the sole and exclusive property of Virtusa.
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Tap ‘Ok’ to restart the Set a passcode for

1
1
| 38 Outlook

_________________ | i
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Comp Portal Authenticator  Browser Outlook
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BT M ] +Checkin
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To access your organization's
data with this app, set a PIN.

0000

Your organization is now
protecting its data in this
app. You need to restart the
app to continue.

OK

1 2 3
4 5 6
7 8 9
PQRS ) TUVv I\ wWXYZ
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You will be taken to your :

Confirm your passcode : 40
: Virtusa email inbox :
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= Inbox
Focused Other
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Confirm your PIN.
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ABC DEF
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7 Support & Feedback

Select ‘Support’ on BYOD | Select ‘Feedback’ on :
portal for IT Support : 42 BYOD Portal for feedback

41
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Menu Menu

# Home Home

& Installation guide Installation guide

@& Privacy and TOS Privacy and TOS

® Support ® Support
®, Feedback ®, Feedback
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