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Device enrollment for 1OS devices

Prerequisites for enrolment :

* Device OS should be updated to the latest version of iOS:

16.0 or above.

+ Okta Verify application must be installed and configured
as per the instructions provided.

« Devices should not be rooted/jail broken.

* Devices should not be enrolled with any other Mobile
Device Management (MDM) solution. Follow the below
steps to unenroll if your device is enrolled with any other
MDM Solution.

» Configuration time will take around 20 minutes
depending upon your wifi connection.

Steps to unenroll from existing MDM (Intune)

Open Intune Company Portal - Devices > Select your device »>

Tap on the Three dots - ‘Remove Device'.

Remove Device

Factory Reset

Cancel

Project

H

~
W

virtusa

(]
nZon



Sensitivity: Internal Use Only

Steps to enroll to ManageEngine (1/4)

Install and configure Okta Verify application
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Click on Scan QR. Click on OK and scan the
QR Code given below or click on the link.
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Steps to enroll to ManageEngine (2/4

04

Okta Verify login page will open. Click ‘Continue

with Okta’' to complete Okta verification.

1:19

ManageEngind)
Mobile Device Manager Plus

Dear User,

You are just few steps away from enrolling your
device in ManageEngine. Continue and follow
instructions to complete enrollment.

If prompted to complete a Security Delay, continue
enroliment after Security Delay ends.

© Continue with Okta
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Sign in with your a TA ME MDM

virtusa

Sign In

@ Signin with Okta FastPass.

OR
Email address

surangap@virtusa.com

Keep me signed in

Unlock 2

Help &

05

Agree to the terms and conditions and
‘Download MDM Profile’

ManageEnginé @
Mobile Device Manager Plus

ManageEngine MDM

Terms & Condition

* Devices should not be rooted /Jail broken * Devices
should not be enrolled to any other Mobile Device
Management (MDM) solution* * Wi-Fi Recommended
for Installation * Google account / iCloud account *
Supported devices: Android 13 or above/ iOS 16 or @
above * Minimum of 12 GB free spa

further assistance, you can refer th

in "Byod.virtusa.com" or connect with IT support” I &

ear by agree that I will abide by the applicable

olicies, including acceptable use and data protection ”
s RS i Download MDM Profile

of Virtusa and Client data. [ will use the privilege for

the intended and declared purpose and will ensure that . .
I take necessary precautions to ensure that confidential You will now be required to download the

data is kept secure. | also understand that this privilege MDM Profile and install it from device
I agree, not to store or forward, company data on other

« Install Virtusa applications + Monitor Screen Unlock

disciplinary action, as appropriate including

can be revoked without any notice. Upon termination Settings. This will provision your device
personal devices than approved devices, cloud services

Attempts » Lock the screen « Set storage encryption «

termination of emolovment

of this service or upon termination of my employment & i
with work apps, content and policies
or any other storage mechanism. | also agree o grant
Device function limitations In case of any violation of
Agree & Continue

Back To Home ]

with Virtusa, | acknowledge that all corporate data on
wnload MDM Profile

Virtusa the following permissions on my Mobile

the privilege extended to me on my mobile device, I

my Mobile Device will be wiped for security purposes.
Device: » Erase all corporate data » Set Password Rules I
confi that I am well aware of the consequences of
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Steps to enroll to ManageEngine (3/4)

06 Once the profile is downloaded, open the settings app on your device and select the downloaded MDM profile at the
top of the settings listing.

If you can't find it, navigate to the Settings - General 2 VPN & Device Management section in your device and select
the downloaded profile.

10:52 - T -
Q) < Back VPN & Device Management
ManageEngine MDM

MOM Profile is valid only for a short period of ” VEN
time, install it immediately after download.

' Sign In to Work or School Account
b4

B MDM Profile
Install MDM Profile

Navigate to Settings >> Profile
Downloaded and install the previously
downloaded profile

Enter your device passcode and follow
through the profile installation screens

After installation of the MDM profile, it
may take some time to complete
enroliment and allow app management
10 raraive vniiF comnany anne and

~, In case of Security delay or other
~~ errors - Re-Initiate Enroliment

. virtusa
DrOJect_
LlAawvi=m~m
1 IV &V



Sensitivity: Internal Use Only

Steps to enroll to ManageEngine (4/4)
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Tap Install in the upper-right corner and enter
your device passcode if prompted to complete the
installation process. When prompted, "Do you
trust this profile's source to enroll your iPhone into
remote management?", choose Trust.

Instaling the cortificate *MDM” will add 1
1o the fst of trusted certficates on your
Phone.
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More Detals

08

Once the MDM profile is installed, the device is
automatically enrolled in MDM. All mandatory
Virtusa apps will prompt to install. Tap Install. If
Admin configured any policies and configurations
after enrolment, MDM will apply all relevant policies
and configurations to the device.
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Additional notes

« Open CrowdsStrike application. It will be automatically configured once all the mandatory
applications are installed and synced with ME.

+ Click ‘Allow’ for enabling notifications.

User Permissions

CrowdStrike Falcon requires the following
permissions to fully protect your device:

Notifications
otifications from
ction activities
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Teams App configuration steps:

*+ Open the ME MDM
application in your mobile
and click on ‘App Catalog'.

ManageEngine MDM
Ao Catalog Documents
Al
Compiance Dovce Detals
Pevecy Suppon

Arvouncoments

Install Teams, Outlook, MS Authenticator,
Intune Company Portal App if need to
access Teams or Outlook.

< App Catalog

Apps ="

a Google Docs T

Productivity

E Google Sheets
Productivity

INSTALL
Google S‘Ildes INSTALL
Productivity
s s
% [Mlcrosoh Teams INSTALL
3usines:
Oracla Fusion Expanes INSTALL
&=y  Busin
[i Microsoft Outlook INSTALL
Productivity
a Zoom Workplace INSTALL
usines:
™M Gm‘all - E‘mall by Google (INsTALLED )
Productiv
‘ ‘(Joo‘glc l?nve ( INSTALLED )
Sroductivity
Google Gemini INSTALLED )
Productivity
= & -
Apps flod Jat i

Configure the MS Authenticator app.

Open Teams application, click
“Get Started’.

Enter your Virtusa account credentials
and configure.

Everyone
together in Teams

virtusa
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IOS Gmall login process
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ME MDM device enrollment
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You can refer to the “Virtusa - Mobile Device
Enroliment guide” for step by step process.

Once the enrolment is finished, Virtusa apps
will be installed automatically. You can access
the downloaded apps in your phone's work
profile section.
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STEP 2

Sign in into your Gmail account

Open the Gmail application on your phone Enter your email address and click Next.
01 . 03
and click on Add Account.
02 Select Google and click on Continue. 04 You will be redirected to Identity portal.
Add acooued . Add account x B MCoMEL QoD oM A [ ety virtusacom o4 O
Signin -
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STEP 3

Complete the MFA process

Enter your email address and you click
next. You will be signed in to your Gmail
account automatically.

Sign In Verified

Return to the app you are accessing
to continue.
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Try notifications for your high-

priority emails only

preforence

Turmn on

No, thanks

& Compose
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Thank you
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